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Abstract

We present a novel framework, Whispec, for white-testing of
methods that manipulate structurally complex dsiteh as those
that pervade library classes. Given method pretomdi as
declarative constraints, our framework systemdticgenerates
test inputs for the methods to maximize their codeerage. The
constraints are written in Alloy, a first-order tarage based on
relations. To test a method, given its preconditionstraint, we
first solve that constraint using the Alloy Analyznd translate a
solution into a test input. Next, we execute thethrad on that
input and build the path condition for the resutiaxecution
path. Then, we run the analyzer on a conjunction thef
precondition and a new path condition that repressampreviously
unexplored path. The solution is translated to & test input,
which triggers the next round of test generatiohe Tterative
execution of Whispec can systematically enumerapeits that
maximize code coverage. Experiments using a vamétylata
structure implementations from the Java librarieews that our
framework generates significantly smaller test esiit(while
maximizing coverage) than those generated by pusvio
specification-based approaches.

Categories and Subject Descriptors

D.2.4 [Software Engineering: Software/Program Verification —
Class invariants D.2.5 [Software Engineerind: Testing and
debugging — Symbolic execution, Testing tgolsD.3.3
[Programming Language$: Language Contructs and Features —
Constraints F.3.1 Logics and Meanings of Programpk
Specifying and Verifying and Reasoning about Progra—
Assertions, Invariants, Pre- and post-conditionpe&fication
techniques

General TermsLanguages, Verification.
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Execution, Contracts.
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1. Introduction

Software testing, the most commonly used technidae

validating the quality of software, is a labor imsése process, and
typically accounts for about half the total cost sdftware

development and maintenance [2]. Automating testing only

reduces the cost of producing software but alsoeases its
reliability.

White-box testing and black-box testing are two oamly used
techniques that have complementary strengths. Wloitetesting
uses the internal structures (such as control iowata flow) of
programs. Black-box testing uses an external iatexf

Automated approaches to black-box testing makensite use of
specifications, e.g., to specify test inputs ort tegacles
(correctness criteria). In unit testing of objedeated code,
preconditions which define constraints on legal method inputs,
and postconditionswhich define expected behavior and outputs,
form an integral part of the specifications.

TestEra [27] is a specification-based, black-bating framework
for Java programs. Given a method’s preconditioestEra
automatically generates all nonisomorphic test ispup to a
given bound, executes the method on each test,iapdtuses the
method’s postcondition as a test oracle to cheelctirectness of
each output. A key strength of TestEra is itsigbtb generate
inputs that represent structurally complex datahsas balanced
binary search trees, which are often implementedlibrary
classes.

Although TestEra provides efficient enumerationstiucturally
complex data structures according to given comgsait does not
generate a minimal test suite with respect to soote coverage
metrics. A precondition only specifies a methodtpected inputs
and not the method’'s implementation details. Foange,
consider the contains () method of Java class
java.util.LinkedList. Four tests are enough to cover all
the branches. However, TestEra generates 120 moaoipbic
tests using a bound of up to 3 elements and 3 antirel nodes.

We propose a novel framework, Whispec, which buitds
TestEra and focuses on maximizing code coveragerelbly
enabling a specification-based framework for wihite- testing.
As in TestEra, Whispec requires the user to protligemethod’s
precondition as a declarative constraint. Howewecpntrast with
TestEra, Whispec systematically integrates theguréition with



the control flow of the method and generates taputs that
maximize code coverage.

In Whispec, the specifications are declared asioalal first-order
logic formulas. As an enabling technology, Whispeses the
Alloy toolset. Alloy [22] is a first-order declafae language
based on sets and relations. The Alloy Analyzer] [B3 an
automatic tool that findénstancesof Alloy specifications, i.e.,
finds assignments of values to the sets and rektion the
specification such that the specification formutaaluate to true.
Whispec translates Alloy instances into concreseiteputs.

Our key insight is the integration of preconditioaad path
conditions with relational logic so that they aodved together for
test generation. Given the precondition of the mwethnder test,
we first solve it with the Alloy Analyzer. The sdion is

concretized to a test input. Next, we execute tie¢hod on that
input, observe its execution path, and build pathdiions by
negating the branch predicates in the executioh. p&e run the
analyzer on a conjunction of the precondition amé @f the
generated path conditions. The solutions are tagetsinto further
test inputs, which exercise previously unexploreathp and
trigger the next round of the test generation pgscén iterative
execution of this approach can systematically emataeinputs
that maximize code coverage.

This paper makes the following contributions:

Specification-based white-box approach Whispec
combines a method’'s precondition (a declarative
formula in first-order logic) with path conditions
derived from the method’s control-flow, and usesAT
solver to generate test inputs, which provide arees
level of code coverage.

Implementation. The Whispec prototype provides

systematic test generation for Java programs. The operatot’

prototype uses Breadth First Search to cover differ
branches as early as possible.

Evaluation. In comparison with TestEra, Whispec
generates significantly fewer test cases to achthee
same branch coverage. Each test generated exeecises
unique path.

2. Example

This section presents a small illustrative exam@eppose we
want to test thecontains () method of the clasintList
(which is based onjava.util.LinkedList ) shown in
Figure 1.

An object of IntList represents a doubly-linked list. The
header field represents a sentinel node in the list. Cigjef the
inner classEntry represent list nodes. The fieldalue
represents the (primitive) integer data in a nade field next
points to the next node while the fiefstev pointes to the
previous node in the list.

The preconditionfor the methoctontains () is given in Alloy
as a comment in the source code. This precond#iatifies that
the structure pointed to by the implicit input pasder,this ,
should be a valid doubly-linked list.

1 public class IntList {

z private Entry header = new Entry (0, null, null):;
3 private int =ize = 0:

4 private static class Entry {

=) int wvalue;

& Entry next;

7 Entry prev;

=] Entryiint wvalue,

Entry next, Entry prewv ){

=} this.value = value;

1o this.next = next;

11 thisg.prev = prev:

1z i

13 i

14 /% precondition:

15 * // prev is transpose of next

16 ¥ all el, eZ,: this.header. *next

17 + el = e2.next <=> e2 = el.prev
15 * fioircularicy

19 * all e: this.header.*next |

z0 i SOmWe e.nexXt && SOme B.prev

21 * fizize QK

z2 * this.size = #(this.header.*next - this.header)

23
z4q
Z5
ZB
7
8
z8
30
31 ¥

3z return false;
33 ¥

340}

public boolean contains(int i) {
Entry e = header.next;
while [ & != header){
if (e.wvalus == 1i]{
return true;

H
£ = e.next:

Figure 1.IntList  example.

The constraintall el, e2: this.header.*next |

el=e2.next <=> e2 = el.prev’ defines the transpose
relation between thenext and prev fields. In Alloy, the
denotes the relational join/compositidf, denotes
reflexive transitive closure, and:’ denotes membership
(mathematically, the subset relation). The expo#ssi
this.header.*next thus denotes the set of all nodes
reachable from théaeader node of listthis  following O or
more traversals along thext field. The quantifieall stands
for universal quantification<=>'" denotes logical equivalence.
This constraint specifies that, for every eng¥ and e2 in
relation ‘this.header.*next , if  e2.next el
el.prev =e2’ , and vice versa.

The constraintall e : this.header.*next | some

e.next && some e.prev’ defines the circularity of a list.
For each entrye in relation ‘this.header.*next ,
e.prev’ and‘e.next’ should also be an entry within the list.
The constraintthis.size = #(this.header.*next —

this.header)’ defines the size of a list. The number of
entries in the expressidthis.header.*next’ minus one
should equal the value this.size’

Given the precondition, we generate tests dontains () as
follows. First, Whispec solves thgreconditionand translates a
solution into a test input. Figure 2 shows an eXanmput, which
exercises the path P0O: <25, 26, 27, 30, 26, 3Zointains ().
PO has three branch statements: 26, 27, and 26symebols
IntList_0 andint_0 represent the initial values of the input
variablethis  andi . Then the threpredicatesn path PO are:



size=1 next @# next
this e-P»
header P value=0 value=1
prev 4—1 prev
i=2 | .

Figure 2. A test generated from the precondition

IntList_0.header.next != IntList_0.header

Int_0 == IntList_0.header.next.value
IntList_0.header.next.next != IntList_0.header

For Path PO, the decision on the first predicatérie and the
decision for each of the other two is false. Ajoagtion of the
predicates or their negations definepath conditior—an input
that satisfies a path condition exercises that.path

To generate inputs that take different paths, W4dsgonstructs
newpath conditions by changing the decisions on tlelipates.
The conjunction of a new path condition and thecpnelition is
passed to a constraint solver, the Alloy Analyzed the solution
it generates is concretized into a new input.

In this example, we negate each of the three braecisions in
path PO and construct three new path conditionbl€Ta). To
illustrate, the conjunction ofpath_condition_3 and the
precondition generates a new input shown in Fi@ur€his input
exercises a new path: <25, 26, 27, 30, 26, 27,280, 32>.
Continuing the exploration, Whispec generates foputs that
exercise all four paths in the methedntains () (using one
loop-unrolling).

3. Background

In Whispec, all the constraints, the preconditicansd path
conditions, are specified in Alloy. Whispec useg ttecently
developed Kodkod model finder [29] [30] to solve ttonstraints.
In this section, we give a brief overview of Allapd Kodkod.

3.1 Alloy

Alloy is a first-order declarative language based sets and
relations. The Alloy Analyzer is a tool for automeatly analyzing
models written in Alloy. The analyzer translatesofimodels into
boolean formulas and uses off-the-shelf SAT teabgwlto solve
the formulas. The analyzer consists of: a front-¢émat parses
Alloy models into an intermediate representatioR)(la set of
optimizations on this IR, and a back-end that tees the IR into
boolean formulas.

Table 1. The execution path and the three path
conditions for new paths.

Path predicate_0 predicate |1  predicatq 2
Path PO True False False
path_condition_1| False

path_condition_2| True True

path_condition_3| True False True

¥ 1
size=2 next P next ¢P next
this e
header ¢—P value=0 value=1 value=3
prev (€8 prev [¢® prev
i=2 [ )

Figure 3. A test generated from precondition +
path_condition_3.

Each Alloy model consists of data (i.e., severtd sad relations),
several facts (i.e., formulas that put constraimtg¢he data) and an
assertion (i.e., a formula to check on the dathgs€ formulas can
be structured using functions (i.e., parameterifrchulas that
can be invoked elsewhere), which the analyzer éslimto the
facts and the assertion. Additionally, each analysecifies a
scope (i.e., a bound on the size of basic setdnwithich to check
the formulas). The analyzer translates a conjunctiball facts
and the negation of the assertion into a booleanita such that
the boolean formula has a solution if and onlyhiére are some
sets and relations that satisfy all the facts ddnegation of the
assertion (thus providing a counterexample foratbgertion).

Alloy is a relational language; every expressioiiloy denotes a
relation (or a set in the case of a relation ofyadne). Even
scalars are represented as singleton sets. Maaésdeft the Alloy
language are available elsewhere [22].

3.2 SAT

Given a propositional formula over a set of booleariables, the
boolean Satisfiability Problem (SAT) asks whethwegre exists a
variable assignment that makes the formula evalitateue. SAT
is a classical NP-Complete problem; therefores itimlikely that
there is a polynomial algorithm for solving the S/Avfoblem.

However, due to its practical importance in araahsas theorem
proving, formal verification, and Al planning, muatesearch
effort has been put into developing efficient aijons for

solving SAT problems. Although in the worst caseesth
algorithms require exponential time, in practicerent state-of-
the-art SAT solvers can often determine the sabdfty of

boolean formulas with tens of thousands of varmble a

reasonable amount of time [37].

Modern SAT solvers determine the satisfiabilityaoformula by
systematically searching the entire boolean spadheoformula.

They typically require the input formula to be metConjunctive
Normal Form (CNF), i.e., a conjunction of clausetere each
clause is a disjunction of literals. A literal igher a positive or
negative occurrence of a boolean variable. SomenteSAT

solvers can operate without the CNF requirementi, [b&t the

Alloy Analyzer translates all formulas into CNF.

3.3 Kodkod model finder

Kodkod is the latest version of Alloy’'s translatido SAT.

Kodkod provides several new optimizations in thenstation, as
well as an API to construct Alloy models and todfyethe scope,
which consists of an upper bound and a lower bdienceach
relation. The upper bound specifies the tuples @haglation may
contain and the lower bound specifies the tuples tie relation
must contain. Whispec uses the Kodkod API to rum Afloy

Analyzer.



1 int absi{int i) {

Z int result:;

3 if (i < 0)

4 result = -1 * i;
S else result = i;

& return result:

7o}

Figure 4. An absolute value calculation program.

3.4 Symbolic Execution

In Whispec, path conditions are generated by syimlealecution.
Symbolic execution is a technique for executingragmm on
symbolic values [25]. There are two fundamentaleatp of
symbolic execution: (1) defining semantics to ofiere that are
originally defined for concrete values and (2) naiimng a path
condition for the current program path being exeddta path
condition specifies necessary constraints on inautables that
must be satisfied to execute the corresponding path

As an example, consider a program (Figure 4) tbairms the
absolute value of its input.

To symbolically execute this program, we consi@ebehavior on
a primitive integer input, say I. We make no asstiomg about
the value of | (except what can be deduced from tipe
declaration). So, when we encounter a conditiotetement, we
consider both possible outcomes of the conditioo. pErform
operations on symbols, we treat them algebraicadlg., the
statement on line 4 updates the valueesult to be -1 * I. Of
course, a tool for symbolic execution needs to ffiyaiiie type of
result to note updates involving symbols and tovig® support
for manipulating expressions, such as -1 * I.

Symbolic execution of the above program exploresftiowing
two paths:

Path 1, [I < 0]: <2, 3, 4, 6>
Path 2, [ >=0]: <2, 3, 5, 6>

Note that for each path that is explored, thera orresponding
path condition (shown in square brackets). Whilecexion on a
concrete input would have followed exactly one lbéde two
paths, symbolic execution explores both. In genesginbolic
execution can systematically explore all prograrthpaup to a
bounded path length. Tools that implement such wasthae

exploration often use iterated Depth First Searbhi[[8][28],

where the search depth is iteratively increasetl| arsufficiency

Alloy Concretization

Analyzer
Alloy
Instance

Wispec
Test Driver

Path
Condition

1 woid wvhispec (Method method, Constraint precondition) {

2 LinkedlList<PathCondition> pcs = null;

3 pes.add (new PathCondition(true));

4 while (!pes.isEmpry()) {

5 PathCondition currentPC = pos.removeFirst():

[ Solution sol =

7 Alloy.solve (precondition.and(translate (currentPC)));
g Chiject input = concretize(sol):

] pes.addill (buildlewPCs (method, input)):

10
11}

Figure 6. Whispec test generation algorithr.

criterion for exploration has been met. HoweverWhispec, we
use Breadth First Search in order to cover diffetmanches as
early as possible.

4. Whispec Framework

Whispec is a novel framework for automatic testegation for
Java programs. We built Whispec on top of a miniaJdirtual
Machine, sJVM, to generate path conditions and Aliey
Analyzer to solve the constraints from path coodii and
preconditions.

4.1 Framework Outline

Figure 5 illustrates the main components of Whismed Figure 6
gives an overview of the test generation algoritfiime inputs to
the algorithm are the method under test and its
precondition Before running Whispec to generate tests, we
instrument themethod so that symbolic execution can be
performed during the concrete execution.

With the instrumented method and its preconditigvhispec
generates tests in the following steps (Figure FEyst, we
initialize the pcs, a list of path conditions, with only a special
boolean formulatrue (line 3), so that, in the first round
execution of the while loop, the constraint solvdd
Alloy.solve() is only the precondition. Then we fetch a path
condition from thepcs (line 5). With the Alloy Analyzer, we
solve the conjunction of the precondition and te&cHed path
condition (line 6-7). A solutionsol , is concretized into a Java
object, input  (line 8). By running themethod with the
input,  we get the new path conditions and add them e
(line 9). Next we fetch a path condition frgmes and start the
next cycle of the test generation process.

Run Code Abstraction

New Path
Condition

Figure 5. The Whispec Framework



4.2 Path Condition Generation

In the framework of Whispec, path conditions arecréical
component. They are generated from the symbolicwgian of
the current test input and are used to generatetestveases. For
a given path, thepath conditionis the conjunction of branch
predicates that are required to hold for all thenches along the
path.

4.2.1 Instrumentation

In Whispec, path conditions are generated througmbslic
execution [25]. Whispec implements symbolic exemutihrough
code instrumentation. Before running Whispec, warinmment a
method as follows. For each bytecode instructiomhim original
program, we add a bytecode sequence that perfdimnsdame
operation on symbolic values.

Table 2 illustrates the spirit of Whispec’s instemtation. For
most of the Java bytecode instructions in the oalyprogram,

Whispec just instruments code to repeat the samegatipn on

sJVM (Symbolic Java Virtual Machine). For exampie, the

original code, instructioraload_0 loads the local variable 0
onto the operand stack of JVM. In the instrumertede, we add
an instruction,sJVM.exec_aload(0) , to load the symbolic
value of local variable 0 onto the operand stdcklyM.

The instrumentation on branch instructions requiadslitional
code. In the last row of Table 2, we add extra ctmdsave the
predicate decision from concrete execution int@aldan variable
bc.

4.2.2 Symbolic Execution on sJVM

sJVM, the execution engine of the instrumented cigl@ mini
Java Virtual Machine. To accurately emulate the ccete
execution, sJVM has a very similar structure tea dVM.

To effectively represent concrete data values witmbols, we
add avalue field to symbols that representing primitive type
values. For a class type value, the symbolic vahas a
fields_tablewhich has the same fields as the class it reptesen

To emulate the heap in a real JVM, sJVM uses aayarr
symbolic_heapto hold all the symbolic values. In sJVM, all
symbolic values are referred by th&idexin thesymbolic_heap
Corresponding to the frame stack in real JMkmesin sJVM
has alocal_variable_tableto keep symbolic values for local
variables and anoperand_stackto support evaluations on

Table 2. Bytecode instrumentation.

After

Instrumentation

Before

Instrumentation

aload 1i: aload 1i:

sJVM.exec_aload(i);

getfield x; getfield x:
sJvM.exec_getfield(x);
iadds

sJVM.exec_ladd():

iadd:

if acmpeq #; L0: if acmpeq L1

bc = false:
iconst_1:
goto LZ;

Ll: bc = true;

iconst_0;

LZ: sJVM.exec_if acmgeq({bc, LO)};

ifeq #

symbolic values. All the frames are kept iframe_stackWhen a
method is invoked, a new stack frame is createdisupdt on the
frame stack. When the callee method returns, tipeftame is
destroyed.

With the heap and the frame stack, sJVM supposishaet of the
instruction set of the real JVM. sJVM can executestof the
load and store instructions, integer arithmetidrirgions, object
creation and manipulation instructions, operand cksta
management instructions, control transfer instongtj method
invocation and return instructions.

4.2.3 Generation of New Path Conditions

With the support from instrumentation and symbebkecution on
sJVM, a path condition will be generated whenevepath is
exercised.

Given a path condition, Whispec invokes
generatePathConditions() (Figure 7) to construct new
path conditions for neighboring paths. For examgieen a path
condition pc = {bp1, bp 2, bp 3,..., bp n} where bpi is a
branch predicate along the path, Whispec could rgéme set of
new path conditions:

{negate (bp 1)},

{bp 1, negate (bp 2)},
{bp 1, bp 2, negate (bp 3)},
{bp 1,bp 2,bp 3,..., negate (bp n)}.

In fact, Whispec does not negate all branch preégcdrombp1

to bpn. During our iterative test generation processtealigate is
likely to be visited multiple times. Switching baekd forth on
the same predicate will generate duplicate pathditions. To

avoid it, we setup a parameter,level , to
generatePathConditions (). In the path conditiopc, only
predicate bplevel+1 , bp leve+2 , ..., bp n are negated to

construct new path conditions.

Since all path conditions are kept in a FIFO qué\bkispec uses
the BFS (Breadth First Search) strategy to explohe
neighboring paths of the current execution pathS Bé-efficient
in path condition generation. During one roundest tgeneration,
Whispec usually generates multiple path conditiofsr loop
intensive programs, BFS tries to explore new brasds early as
possible, rather than going through the same l@olition many
times. In Whispec, most of the path conditionsgaeerated from
partial paths, not full paths that go from entnyetdt. If the path is

1 LinkedList<PathCondition>

2 generatePathConditions (LinkedList<BranchPredicate> oldPC, int lewvel)
3

4 LinkedList<PathConditcion> pes = new LinkedList<PathConditions():
5 for {int i = level+l: i < oldPC.size(): i+4)

3 PathCondition newPC = new PathConditionf();

7 for (int j =0; j < i; j++)d

g newPC.add (oldPC.get(3))

E )

10 neyPC,add (oldPC.get (i) .negate());
11 pes.add (newPc)

12 }

13 return pcs;

14 }

Figure 7. Path condition generation algorithm.



Table 3. Abstraction

Java expression Alloy expression

Class:
IntList, Entry

Unary relation:
list, entry

Variable: Singleton unary relation:
sol, so2 r_sol, r_so2

Field: Binary relation:

next, prev next, prev

Logic expression:
sol > so02

Logic expression:
r_sol.value >r_so2.value

invalid, no effort will be spend on further expltom. This
optimizes symbolic execution. To avoid visiting tekame path
twice, Whispec marks generated path conditionshViitgiven
bound on the size of path condition, Whispec alviagsinates.

4.3 Abstraction and Concretization

In Whispec, the program under testing is in Javdlewthe
constraints are specified in Alloy. To translatetwse=n Java
expressions and Alloy constraint specifications, wee a
relational view of the heap [21]. During abstrantidhe path
conditions, specified with Java expressions, aamslated into
Alloy formulas. During concretization, the solutioto the
constraints will be translated back into concretealobjects as
test inputs.

Table 3 illustrates the abstraction with thetList class
defined in Section 2. The translation scheme isyased. A Java
class is mapped to anary relation in other words, &et The
fields of a class are translatedkimary, functional relationsthat

Table 4. Concretization

Alloy solution Java data structure

Instance:

Entry

el = new Entry(),
e2 = new Entry(),
e3 = new Entry();

Unary relation:
entry =
[[a1].[a2].[a3]]

Binary relation: Field value:
next = el.next = e2;
[[a1, a2], [a2, a3]] e2.next = e3;

map objects of this class to the object of theattgpe. With the
mapping from classes and their fields to relatiaves,can directly
translate the logic expressions in predicates oy logical
expression.

The solutions to the preconditions and path coowlti are
specified as a binding of relations to the tuplés aniverse of
atoms. We also use thetList class defined in Section 2 to
illustrate how we concretize the solutions intoalayuts (Table
4). According to the mapping between Java and Alloythe
abstraction phase, we can translate the tuplegonfisaback to
objects and their fields. This is just the revesbabstraction. For
each relation representing a class, we constrecinarete object
of that class for each atom in the tuple set bodrdéhe relation.
For each relation representing the field of a clags set the
values to the corresponding objects’ fields. Witthe t
concretization of solutions, we construct new testes to explore
unvisited paths.

Table 5. Performance of Whispec in test generatiofor decision coverage

Data Method Scope | Lengttt | Test | Explored | Decision | #Primary | #Clauses | Time* | Unsatisfied
Structure cases | branches| coveragé variables (averag®) (ms) path
(%) (averag® condition
contains 3 4 4 3 100 17 83 484 0
Linked indexOf 3 6 6 5 100 10 43 496 0
List remove 3 6 6 5 100 10 43 500 0
lastindexOf 3 6 6 5 100 10 43 500 0
firstEntry 3 4 3 2 100 15 198 250 0
lastEntry 3 4 3 2 100 15 198 266 0
TreeMap
successor 6 4 6 5 100 38 856 578 0
put 7 20 53 24 93.8 286 13670 102891 65
. firstEntr
Binary y 3 4 3 2 100 13 60 496 0
Search lastEntry 3 100 13 60 453
Tree
successor 6 5 100 27 158 625

Scopé: the limit on the number of entries in a data ctinee.

LengtH: the limit on the number of predicates in a pathdition

Decision coveragethe coverage for both the true and false decisfonall the branches, including the functionsdily or indirectly called by the

function under test.
Time*: total time for test generation and test execution
Averagé: the average of # variables or # clauses oveesilicases.
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Figure 8. Comparison between Whispec and TestEra itest generation with the same decision coverage

5. Experiments

To evaluate the effectiveness of Whispec, we rststen some
methods of Java classed.inkedList , TreeMap, and
BinarySearchTree LinkedList implements doubly-
linked circular lists in the Java Collections Fravoek. Each list
has asize field and aheader node, which is a sentinel node.
TreeMap implements theMap interface using red-black trees.
This implementation uses binary trees wjhrent pointers.
Each node (implemented with inner cl&sgry ) has akey and
value . BinarySearchTree is an implementation of binary
search tree. Each node has an intagdue . A tree satisfies
binary search constraints: left subtree of a nodetains only
values less than the node's value, and the ridittesi of a node
contains only values greater than or equal to tueis value.

Given a limit on the number of entries in a datacture and the
number of predicates in a path condition, we runispdc to
generate tests to cover all the branch decisiores.ugé Kodkod
API to specify the constraints and select miniSAZ][as the SAT
solver. We performed the experiments on an InteitiBen D

processor with 1GB RAM.

Table 5 shows the experimental results. In theingetdf the
experiment, the scope is the limit on the entmea data structure.
The length is the limit on the predicates in a pathdition. The
time taken includes both the test generation astl @gecution
because these two parts are mixed together in \&tispo
maximize coverage, we try to cover all the branchiéis both true
and false decisions. For the methods invoked ingidemethods
under test, we also explore the branches insideat&e methods.

For most of the methods, Whispec can generate dases
covering all the branch decisions within 2 minufBise exception

is theput() method ofTreeMap where 3 of the 48 branch
decisions are not covered. After manually checkitg
uncovered branch decisions, we found that all thér&nch
decisions are unsatisfiable and the paths thahgmugh them are
infeasible.

To evaluate the efficiency of Whispec, we also cared the
number of tests generated by Whispec with the nuntbat
TestEra (or Korat) generates. TestEra needs totrcmhsall the
non-isomorphic data structures for every input pei@r (include
the implicit parametethis ), and combine them using a cross-
product to produce test cases. The results in Ei§ushow that,
with the same branch decision coverage, Whispecergers
significantly fewer test cases than TestEra. Kanwle, to cover
the 45 valid branch decisions in theut() function of
TreeMap, Whispec generates 53 test cases while TestEra
generates 4011 test cases.

6. Limitations
This section addresses some limitations of Whispec.

Primitive types, such asiteger , are very commonly used in
preconditions and implementations. However, Allayalyzer, the

constraints solver of Whispec, does not efficienfiypport

primitive type arithmetic operations, such as istegddition. A

promising approach is proposed in [11] to handigdaintegers

with relational logic. The use of this techniqueaulkcbextend the
application of Whispec.

We envision enabling the Whispec framework to use (
conjunction with SAT solvers) specialized decisprncedures for
handling operations on a variety of primitive typ@se way to do
so is to partition the constraints that describérgrut according
to whether they constrain a primitive type or arefce type, and



use a SAT solver to solve the structural constsagmd use
appropriate decision procedures for solving coirgga on
primitive data.

Our current implementation does not support cherkthe
exceptional behavior of programs or generating isputh multi-
dimensional-array-based components.

Inheritance is fundamental in object-oriented paogming. So
far, we have not addressed how to utilize clasmtihies in test
generation.

Multi-threaded  programming is common in
development. Dynamically checking the correctnessnulti-

threaded programs for deadlocks and race conditiemsires the
ability to control thread scheduling. We envisiosing a model
checker in conjunction with a SAT solver to cheuokls programs.

7. Related Works

As a hybrid approach, Whispec has similarities viitith black-
box testing and white-box testing approaches.

In black-box testing, the closest approaches astEfe [27] and
Korat [4]. In TestEra, structural constraints apedfied with
Alloy and solved with SAT solvers. TestEra prunssniorphic
solutions to effectively reduce redundant test sag@rat uses
constraints specified in Java. Korat performs desgatic search
of the space of possible structures and uses them gionstraints
as a basis for efficiently pruning its search aedegating valid
structures. QuickCheck, a product of QuviQ AB, isoaa
specification-based test generation tool. QuicldBheis
developed from Claessen and Hughes' earlier Quiek&hool
for Haskell [7] and a re-design for Erlang [1]. @@wQuickCheck
uses high-order functional languages, such as Hask&rlang,
to specify the properties, such as pre-/post-candif a program
should satisfy. According to the property specifia,
QuickCheck randomly generate test inputs. Differdram
Whispec, none of them considers the constraintsn fimath
conditions and therefore they are not efficiengemerating tests
that focus on maximizing coverage.

In white-box testing, symbolic execution and branegation are
in common use for test generation [25]. DART [1&mbines
concrete and symbolic execution to collect the tihaconditions
along the execution path. DART negates the lastdbra@ondition
to construct a new path condition that can drive filmction to
execute on another path. However, DART focuseg onlpath
conditions involving integers. To overcome the patplosion in
large programs, SMART [17] introduced inter-procedustatic
analysis techniques to reduce the paths to be eploy DART.
CUTE [28] extends DART to handle constraints orerefices.
CUTE can in principle be used with preconditions structural
inputs. In [26], random searching is integratedhw@UTE to
increase the ability to get deep paths. Althoughispéc also uses
symbolic execution and negates branch conditidgrdiffers from
approaches based on DART and CUTE in constrainirgplnd
new path exploration. Whispec uses first-orderddgrmulas to
specify the constraints whereas DART and CUTE mequi
imperative assertions as specifications. Whispegjodas the
precondition and path condition and solves themattogy whereas
CUTE handles them separately, which forces it folane a much
larger number of paths since it must explore patithin the
precondition as well as those within the method yhddART
does not handle preconditions. In addition, Whispses BFS,

software

rather than the DFS (Depth First Search) that exiua DART
and CUTE, to cover different branches as earlyassiple. This
approach is particularly effective in generatingtsefor branch
coverage. For loop intensive programs, DART and EWill go

inside loop and repeat the same branch conditidit rgaching
the bound. Whispec prefers the path going out eflthop first
and can reach new branches earlier.

Agitator [3], a commercial tool that can automadst tgeneration,
performs static and dynamic analysis on Java codeganerates
tests according to the identified behaviors. In tAgr, the

constraints are provided by Daikon[13]'s dynamiovanant

detection algorithm and path conditions are solegddata type
specific constraint solvers, such as string andgiett solvers. In
contrast with Whispec, Agitator does not focus @atadstructure
constraints.

EGT [6] and EXE [5] also use the negation of brapobdicates
and symbolic execution to generate test cases. Tuegase the
precision of the symbolic pointer analysis to hanglointer
arithmetic and bit-level memory locations. Howeverither
handles preconditions or class invariants.

A combination of model checking and symbolic examutis
proposed to do white-box testing in [24] [31]. Tolve the
constraints from path conditions and preconditiotteey do
symbolic execution on both code in the function emtést and
code for path conditions. While this approach pdesi a tight
integration of preconditions and path conditions, réquires
preconditions to be given in Java and its efficieritepends
heavily on how the user writes the preconditions.

Csallner's DSD [9] uses the invariant inferencel t@aikon [13]
to get class invariants, and ESC/Java [14] to dticsthecking,
CnC [8] to solve constraints, and JCrasher [10pe¢oerate and
run tests with. Although both static analysis anghainic
execution are used, they work separately in thelevipoocess.
The symbolic execution is not integrated with ceterexecution,
and the effectiveness in pruning false positive® alepends on
the invariant inference tool.

Symstra [34] generates unit tests for complex ddtactures
through symbolic state exploration and symboliccexien. Its
performance is much better than its predecessotrd&rd33],
which is a concrete execution approach. Howevemsiwa
requires a complete implementation and does notsiden
preconditions.

There are various other approaches for generagstgases based
on program paths. In [20], tests are generated tbratively
switching branch conditions to cover different hifags. In [32],
the shape of an input data structure is construayesblving alias
between object references. In [35][36], they do Isylic
execution and analyze structure pointers and airajex
expressions to generate test cases going throwgignag¢ed paths.
In [20], test cases are generated by constructiagcontrol flow
graph, searching paths to specified points and irsplthe
constraints for the selected path. However, nontheh propose
the integration of preconditions with test genenati

8. Conclusions

We presented a novel framework, Whispec, for whig-testing
of methods that manipulate structurally complexadauch as
those that pervade library classes. Given methedgnditions as



declarative constraints, our framework systemdticgenerates
test inputs for the methods to maximize their codeerage. The
constraints are written in Alloy, a first-order tarage based on
relations. To test a method, given its preconditionstraint, we
first solve that constraint using the Alloy Analyznd translate a
solution into a test input. Next, we execute thethrad on that
input and build the path condition for the resutiaxecution
path. Then, we run the analyzer on a conjunction the
precondition and a new path condition that repressampreviously
unexplored path. The solution is translated to & test input,
which triggers the next round of test generatiohe Tterative
execution of Whispec can systematically enumerapeits that
maximize code coverage. Experiments using a vamétylata
structure implementations from the Java librartesweed that our
framework generates significantly smaller test esiit(while
maximizing coverage) than those generated by pusvio
specification-based approaches.
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